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Password reset on Office 365

How to use the Self-service Password Reset Portal

Introduction

Microsoft offers a self-service password reset service for Microsoft 365. This service is
available through the Self-service Password Reset Portal.

This service is useful should you forget your password. If this happens you can reset your
password autonomous and immediately, in a safe way at any time, without going through
the Helpdesk service.

Configuration of your account to use Self-service Password Reset
In order to use the Microsoft 365 self-service password, reset portal you must previously
configure your Microsoft 365 account.

In order to do so please follow the steps bellow:

e Go to https://portal.office.com.

st Ofice My account * |e Click on circle on the top right corner (in
. the example with an “A”) and then click on
't u My Office profile e “” ”
_ oeer My Account”.

Sign out

e Click on “SET UP SELF-SERVICE PASSWORD

o RESET”
Security info

2

Keep your verification methods and security
info up to date.

SET UP SELF-SERVICE PASSWORD
RESET

ADDITIONAL SECURITY VERIFICATION >
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Approve sign-in request

We've sent a notification to your mobile device.
Please open the Microsoft Authenticator app to
respond.

Having trouble? Elanin anofher way

More information

If your account is configured to use Microsoft
Authenticator you may be asked to approve
this access on your mobile.
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Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

[ ] Don't show this again

o

You may be asked if you wish to stay signed in
to reduce the number of times you are asked
to sign into Microsoft 365.

e Click on “Yes”, unless you have some
security reason not to do so.
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confirm your current password

In order to keep your security information private, we need you to re-enter your current password on the next page.

To proceed with the configuration, you must
type in your password again.

e Click on “re-enter my password” to do so
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Enter password

Forgotten my password

Sign in with another account

e Type in your password.
e Click on “Signin”.
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Approve sign-in request

We've sent a notification to your mobile device.
Please open the Microsoft Authenticator app to
respond.

Having trouble? €lanTn anofher way

More information

In some cases, you may be asked to once
again approve your sign in request.

ZERR% UNIVERSIDADE

‘Cf/ ?.‘(\)]l?llllf;} ESA
[ I
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

[ ] Don't show this again

o

Click on “Yes”
Click on “Yes”, unless you have some
security reason not to do so.

— |

don't lose access to your account!

If you have not previously configured at least
one of the available methods to reset your
password, you must do it now.

If is recommended that you configure the two
available methods:

Click on “Change” after “Authentication
Phone” to type in a mobile phone number;
and

Click on “Change” after “Authentication
Email Address” to type in an email
address.

Click on “looks good”, after configuring the
mobile phone number and the
authentication e-mail address.

ATTENTION: the e-mail address you provide
cannot have the ucp.pt domain (e.g., you may
use a gmail account).

Your account is now configured. You may use
the Self-service Password Reset Portal.
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How to use the Self-service Password Reset
Should you forget your Microsoft 365 password you must follow the steps bellow to reset it.

To recover your account, begin by entering your user ID and the characters in the picture or audio below.

User ID:
(—— o o ]

Example: user@contoso.onmicrosoft.com or user@contosa.com

"

=

Enter the characters in the picture or the words in the audio.

m Caneel

e Go to https://portal.office.com.
BE Microsoft e Click on the account you want to reset the
. assword for.
Pick an account P
[————
—|— Use another account
e Click on “Forgotten my password”.
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Enter password
Password
Forgotten my password
R, UNVERSIDADE e Type your User ID in the top box (the User
' oA ID is your e-mail address).
Get back into your account e Type the characters you see in the image in
Who are you? the bottom box.
e Click on “Next”.
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Get back into your account

verification step 1 > choose a new password
Please choose the contact method we should use for verification:

@Enwl my alternative emall
“ou will receive an email containing a verification code at your altemative ema
Send a text to my mobile phone
number

Call my mabile phone number

Now pick the contact method you wish
Microsoft to use to reset your password.
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Get back into your account

verification step 1 > choose a new password

ase choase the contact method we should use for verification:

Email my altermative email
address

®)5end a text to my mobile phone:
number

Call my mobile phone number

In the example on the left it was chosen to
SMS option.

e Type in your mobile phone number. This

number must be the same as the one you

registered on Configuration of your

account to use Self-service Password Reset
at the top of this document. The three last
digits of this number are printed after the

“uxn

e Click on “Text” for Microsoft to send you a

SMS with the verification code.
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Get back into your account
verification step 1 > choose a new password

Please choose the contact method we should use for verification:

Email my alternative email

jeve sent 2 text message to
address ”

your phone number containing a verification code.

®5end a text to my mobile phone
nnnnnn

715833

Call my mabile phone number
Next Tryagain  Contact your administrato

e Type in the verification code you received

on the SMS from Microsoft.
e Click on “Next”.

Note: if you do not receive the SMS click on
“Try again”. If the problems persist click on
“Contact your administrator”.
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Get back into your account

verification step 1 ¥ > choose a new password

e Type your new password in the top box
and type it again in the bottom box.
e Click on “Finish”.
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Get back into your account

Create a new password

* Enter new password:

* Confirm new password:

This password does not meet the length, complexity, age
or history requirements of your corporate password policy.

For security reasons Microsoft 365 requires all
passwords to follow a set of rules. If your
password does not respect these rules you
will see an error message and you must pick a
new password that follows the rules.
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Get back into your account
@ Your password has been reset

To sign in with your new password, click here.

Your password is now reset. You can enter
Microsoft 365 with your new password.

Note: do not forget to also change your
password on Outlook, Teams, etc. in all your
devices (computers, mobile phones, tablets,
etc.). If you do not use Outlook, you must do
the same on your e-mail client of choice.

Your ucp.pt password has been reset

Microsoft on behalf of ucp,pt <mscrineservicesicam@mirosctioniine com

Password reset notification

y been reset. If you performed this password
ation only

The password on your account has
reset, then this message is for your

+ User 10: IO . cp.t

1f you are not sure whether you or your administrator performed this password
reset, then you should contact your administrator immediately.
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Quando voltar a consultar o seu correio
electroénico tera recebido uma mensagem da
Microsoft a informar que foi definida uma
nova password para aceder a sua conta do
Microsoft 365.
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